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Executive Summary

Introduction to the HfS Blueprint Report: Trust-as-a-Service
 The 2015 Trust-as-a-Service HfS Blueprint is the first Blueprint Report to cover the Digital

Trust and Security market, with a focus on broad security abilities grounded by Managed
Security Services and enhanced by overall security, risk, and trust offerings.
“SIEM, DLP, IAM, Firewalls… these are essentially a given in security today…”
 This Blueprint Report highlights security as an enabler of trust, rather than a means to

secure information. As such, it has a strong emphasis on the ability of security service
providers to influence enterprise transformation, as well as support broad-based technology
and service delivery.
 Unlike other quadrants and matrices, the HfS Blueprint identifies relevant differentials

between service providers across two main categories: innovation and execution.
 HfS Blueprint Report ratings are dependent on a broad range of stakeholders with specific

weightings based on 1,109 stakeholder interviews from the 2014 State of Outsourcing
Survey that covered:

•
•
•
•

Enterprise Service Buyers
Service Providers
Industry Influencers (sourcing advisors and management consultants)
HfS Sourcing Executive Council Members and HfS Analysts
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Why Trust?
Digital Security is not an achievable end state. Digital Trust is.
 Security has traditionally been a “tech” issue employed in a reactive mode with layers of

technology that “lock down” the enterprise: However, as we advance through the transition
from an analog to digital society, we are seeing a fundamentally different opportunity for
security to be about more than protecting assets. Security’s new role isn’t to secure assets,
it’s to allow assets to be leveraged and utilized!
 Economies are fundamentally based on trust: Buyers and sellers must have an expectation of

a trusted transaction and confidence in the value of the product or service being procured.
Recent waves of increasingly sophisticated, mass-impact hacks destroy not just assets, but
user/consumer trust. Trust is increasingly shaped by experience and online social
interactions – both of which require a strong level of information security.
 The way we measure trust and use security has changed: Our priorities have shifted from

“protect the perimeter” to “manage the attack” – no network is 100% safe. By evaluating
how a provider leverages security to enable “trust” we have the opportunity to gain clarity
into the security, business, and maturity models that will drive this industry forward.
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Six Key “Trust-as-a-Service” Observations

I

Managed Security is Generally 1.x

II

Security Needs a New Champion

III
© 2015 HfS Research Ltd. Excerpt for Wipro

• Both service providers and enterprise buyers are still coping with (and asking for) traditional
security systems.
• While emerging threats are dominating the headlines, there is still a strong urge among many to
compartmentalize security issues and focus on traditional solutions that have worked
(adequately) in the past. This focus may safeguard basic digital infrastructure, but it is
inadequate to protect against emerging “mass risk” threats and the changing motivations of 2.0
cyber criminals. A rethinking of security maturity models is required.

• The issues presented by 2.0 cyber criminals, coupled with an increasingly digital enterprise
ecosystem, have moved beyond the traditional CISO (chief information security officer) and
CRO (chief risk officer).
• Securing the enterprise, and managing corporate risk, requires a reworking of how businesses,
and threats, are managed – a more transformational role that spans both the horizontal
enterprise ecosystem and the vertical management chain. This role, the CTRO (chief trust/risk
officer) is needed to drive transformation at both the employee and board level.

Innovation is “nice”
• While enterprises look for security solutions, and providers, that are innovative, execution is
what most organizations are looking for today.
• The ability to stop threats and properly manage digital risk is still grounded in the ability of a
managed security services provider to properly secure the core of an enterprise – consider this
the “buy in” to the game, as traditional threats are not disappearing and theft of
data/information is still the primary concern. Innovation, while nice to have, remains the nice to
have aspect of cyber security. This is a mistake.
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Six Key “Trust-as-a-Service” Observations

IV

Satisfaction with Security is an Illusion
• Cyber threats continue to confound the market, as the majority of businesses are in
reactionary mode despite initiatives to secure the enterprise.
• Merely maintaining (or upgrading with) the status quo places an organization at risk for
innovative threats that value long-term impact (economic advantage, loss of brand trust,
corporate disruption), and employ strategies that are often beyond the immediate value of data
that is stolen. Enterprises must adapt to, and address, these types of threats from a holistic
business and behavioral perspective.

V

Digital Trust Requires a Commitment that Spans the Ecosystem

VI

IoT and Physical Security are Disruptors that Traditional Security
does not Adequately Address
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• Addressing cyber security is only one part of the digital trust equation.
• Digital trust touches on a number of different initiatives within an organization, including the
close coordination of agendas such as digital transformation, improving customer experience,
and appropriately management of digital and business risk. Service providers are increasingly
recognizing the need for this type of embedded, holistic, approach but enterprises are still
adapting to this model.

• Managed security services are primarily focused on the monitoring of established digital
channels to secure corporate information assets.
• IoT (Internet of Things) devices and physical security systems (biometric scanners, access control
systems) present both a security threat and an opportunity to expand legacy security systems to
provide additional threat monitoring and context to digital cyber activities. IoT and physical
security systems must be part of the future “security” solution.
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Six Key Challenges Facing Enterprises Today

I
II
III
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The Era of “Mass Risk” Attacks has Begun
• Targeted attacks that inflict high damage on a large number of people.
• The past year has continued the prior year’s trend of “bigger, better, badder” when it comes to
high profile attacks, with major coordinated attacks in healthcare, education, banking,
military/gov, and retail/CPG, with perhaps the most daring being the theft of over 20M OPM
“background checks” and over 5M sets of handprints of US Federal workers. Technology can
help mitigate risk but solutions must involve improved enterprise/corporate behavior.

Spear Phishing 2.0
• Spear-phishing, a highly targeted version of mass phishing attacks, have refined their look,
feel, and potential risk.
• Much in the same way marketing firms benefit from the high level of personalized information
available on the web, hackers are increasingly adding to their target “profiles” and scripting
attacks that blur the lines between the digital and analog environments. We expect this to
continue in 2016.

State-Sponsored Cyberattacks get Real
• State-sponsored attacks have become common-place.
• Recent suspected “state-sponsored” hacks in 2015 have netted confidential information
including individual health records, financial records, biometric/ID information, and user
behavior (travel/mobility), all of which appears to be used to paint a more complete personal
profile for use at a later time. This highlights the risk of “aggregated” data over time.
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Six Key Challenges Facing Enterprises Today

IV
V
VI
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Extended Ecosystem Risks
• Lack of coordination between “partners” increases potential risk.
• While consolidated threat information is fairly well-shared, few organizations have aggressively
brought members of their extended digital ecosystem to a maturity level that includes the
coordinated implementation and/or monitoring of security tools and services. This is a growing
risk as “less secure” partners are targeted as an alternative to direct attacks and as enterprises
continue to distribute information to partners without adequate risk/need assessments.

Board-level Visibility without Board-level Power
• Cyberthreats are increasingly viewed as “business risk” by boards and investors.
• Boards, investors, and even financial credit rating firms, have all turned their eyes to
cybersecurity, recognizing it now needs to be viewed, and managed, as a corporate level risk
(and opportunity). But while the interest is there, few security teams have the reporting
structure or direct authority to be transformational at that level, or to engage directly with the
key team members on policy and direction. We expect more “C-level” security moves in 2016.

BYO-Risk
• The proliferation of user devices, hardware, and #IoT equipment is problematic.
• From USB sticks, wearables, and rogue printers to bluetooth accessories and #IoT-enabled
hardware, the threat from compromised devices continues to grow as few devices in this class
adhere to levels of security required to combat an aggressive hack. Discovering, let alone
securing, these devices will be a challenge as consumer adoption and usage continues to
accelerate.
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Digital Trust and Security: M&A Impact
Impact of Mergers, Acquisitions, and Divestitures


Overall State: The pace of increased cybersecurity threats has been matched only by the demand for
vendors, providers, and consultants who can help mitigate security risks. In a market that requires
constant evolution of those within a limited pool of talent, acquisition has become a key part of both
entry into the security market as well as a way to quickly innovate and bring new products and services to
market. M&A deals typically add at least one of the following: Scale, Market Access, Technology, or
Expertise. Notable deals within the security market include:
–

Accenture acquires FusionX: This 2015 “expertise” deal brought deep vertical value in the form of
an innovative real-world, real-time threat testing capability that Accenture can leverage with their
larger clients to offer advanced testing/penetration services and with their general clients in the
form of emerging threat information and universal best practices.

–

Atos acquires Bull: This 2014 “scale” deal brought €1,262 million into Atos, already an €11 million
business, as well as significant strength in the European Cloud, Cybersecurity, Big Data, and
Computing markets. Note: This deal brought significant security technology and security resources
to Atos, significantly enhancing their current security offerings.

–

Dell acquires SecureWorks: This 2011 “market access” deal helped Dell form the core of its
information and cybersecurity, giving it instant access to over 700 security-related professionals and
clients in over 70 countries (notably including – at that time – over 15% of the Fortune 500).

–

IBM acquires Q1 Labs: This 2011 “technology/software” deal signficantly augmented the toolkit of
the IBM Security Systems group (itself the result of numerous prior acquisition, including the 2006
acquisition of Internet Security Systems which formed the core of IBM’s MSS).
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Digital Trust and Security: The Partnership Ecosystem
Providers often utilizing similar/overlapping technology partners.


Overall State: Cybersecurity is both a fluid and fast-growing market, requiring service providers to both
offer “best of breed” solutions to meet client expectations (or legacy equipment) as well as rely heavily on
the vertical/technical expertise of partners to develop the “latest/greatest” elements of their toolkits.
Providers often partner with and/or utilize the same vendors within their security ecosystem. Notable
partnership targets include:

SIEM
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THREAT INTEL/MGMT

IDENTITY

Proprietary │Page 11

ANALYTICS

GENERAL

Key Highlights: The Trust-as-a-Service Winners
 The Winner’s Circle reflects an ability to engage
As-a-Service Economy

collaboratively with investments in talent and
technology to drive toward business outcomes.
The ranking reflects an analysis of Innovation and
Execution, based on feedback from buyers, survey
results, and market insight with a view toward the
Digital Trust and Security Framework, the Digital Trust
Maturity Scale, and the As-a-Service Economy.

• Winner’s Circle: Providers that rose to the top:
Accenture, IBM, HP Enterprise, Wipro
• High Performers: Providers driving the core of
the market: Atos, Dell, Leidos, Cognizant, AT&T,
Unisys
• Challengers: Providers on the cusp, bringing
proven value to their clients: Fujitsu, HCL, Tech
Mahindra


All of the providers covered in this Blueprint
provide a very high level of Security Services!

© 2015 HfS Research Ltd. Excerpt for Wipro
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Use of operating models, enabling
technologies and talent to drive business
outcomes through sourcing. The focus is on
what matters to the end consumer.

HfS uses the word “economy” to emphasize
that the next phase of sourcing is a new way
of engaging and managing resources to
deliver services.
The 8 Ideals of the As-a-Service Economy
are:

1.
2.
3.
4.
5.
6.
7.
8.

Design Thinking
Business Cloud
Intelligent Automation
Intelligent Data
Brokers of Capability
Holistic Security
Write Off Legacy
Intelligent Engagement

Evaluating Trust and Security

How do you Measure “Potential” Enterprise Trust?
There are three steps to evaluating the ability to create a trusted, secure environment (key for
both enterprises and to understand this Blueprint):
1.

Understand and align to the Digital Enterprise Framework: Understanding the layers of
“digital” within an organization can help facilitate the development of “transitional” roles
within an enterprise. Security is an ongoing evolution, not a fixed point, and needs a
transitional focus to keep proper alignment and value.

2.

Implement the Digital Trust and Security Framework: A hierarchical model of the base
elements of security (digital, physical, technology, behavior) that are required to enable
digital trust. This is a general framework designed to evolve and expand over time.

3.

Map Alignment to Maturity Levels: Measuring an enterprise’s maturity through a)
Capabilities and Focus, b) Management Structure, and c) the Ability to Identify and Respond
to trust-disrupting threats. There are many models that measure technical security
maturity – we’re focused on the larger “corporate behavior” model.

© 2015 HfS Research Ltd. Excerpt for Wipro
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1A: Understanding the Digital Enterprise Framework
Elements of Digital Trust and
Security are present/required in
all areas of the digital enterprise
ecosystem.
 The Layered Digital Enterprise

Framework: Viewing the
enterprise as a series of layers
allows the appropriate type of
security to be embedded in
each layer. Service Providers
should be able to address each
of these layers, as well as
architect a Security Service that
addresses – with some level of
flexibility – the individual
elements within each layer.

ENTERPRISE
BRAND

BACK OFFICE
EMPLOYEES
SKILLS

FRONT OFFICE
CONSUMERS
CAPABILITIES

AS-A-SERVICE
Commitment to incorporate As-a-Service Ideals into the
Business: Focus of entire executive/business team.
INFRASTRUCTURE
Underlying technologies and services that support core
operational communications and data: CIO, CISO, CTRO
ENABLING TECHNOLOGY
Service & technology enablers providing data and
bridging the Enterprise – Consumer gap: CIO, CTO, CXO,
CRO
OMNICHANNEL
Services and Applications that facilitate the
personalized experience: CMO, CXO, CTRO
CONSUMER ENGAGEMENT
Elements that shape the digital experience across all
platforms, technologies, channels: CMO, CXO, CCO, CTRO
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1B: Understanding Shifting Enterprise Roles
Security is directly related to corporate “risk” and needs to be managed from a
“transformation” perspective..

MATURING
EVOLVING

ENTERPRISE
TECHNOLOGISTS

Driving all
revenuegenerating
activities
through sales,
partnerships,
call centers and
prof services.

EVOLVING

Providing
Omnichannel
support for the
digital
consumer
through
personalized
touch-points
that promote
ongoing
satisfaction
and customer
experience.

CUSTOMER SUPPORT

Promoting the
brand promise,
driving
Omnichannel
consumer
engagement &
demand, and
framing
personal digital
#CX.

SALES & REVENUE

Defining the
product,
development,
& delivery
necessary to
meet the
digital
consumer’s
needs.

MARKETING

We view Security and Trust as
fluid targets, requiring ongoing
support within both the Vertical
(Consumer) Roles as well as as
the Horizontal (Enabler) Roles.
Security Service Providers MUST
support these roles –
particularly the Transformation
roles.
CIO >
CISO >

PRODUCTS & SERVICES

 The Emerging Enterprise Roles:

CONSUMER
ENGAGERS
(vertical)

MATURING

Providing core IT, cloud, and security infrastructure to both the extended
enterprise and individual business units, leveraging internal and
PaaS/SaaS tools to support #IoT, mobile, apps, analytics, and more.

EVOLVING RAPID

Chief Trust/Risk Officer >
Chief Experience Officer >
Chief Digital Officer >

CEO >
COO >

© 2015 HfS Research Ltd. Excerpt for Wipro

OPERATIONAL
TRANSFORMATION
STRATEGISTS

Strategic architects responsible for ensuring a Digital “Customer First”
approach for technology, process, talent, and risk management.
Operational Strategists ensure collaboration between units, which helps
drive collaborative business outcomes.

EMERGING RAPID

CORPORATE
LEADERS
EVOLVING SLOW
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Executive-level business strategy and direction that defines both the
brand promise and the strategy, technology, people and processes that
deliver it.

ENTERPRISE
ENABLERS
(horizontal)

2A: Leveraging the Digital Trust Framework
Our research has identified 8 different Digital Trust enablers within the security domain that
provide the underlying “trust” structure within Managed Security Services. Security Providers
must eventually support all 8.

1. Data Integrity: End-to-end data integrity and security across all
platforms (data in motion, data at rest).

1
User

8 Engagement
& Behavior

7

Business &
Ecosystem
Alignment

Governance &
Compliance

6

Data
Integrity

DIGITAL
TRUST
&
Security

Identity &
Privacy

5

2. Device Security: Monitoring and countering intrusions at the device
level, including firewalls, virus detection, management, etc.
3. Application Security: Providing traditional security (e.g, encryption,
VPN support, web filtering, user authentication, etc.).

2
Device
Security

3
Application
Security

Platform &
Performance 4

4. Platform/Performance: Measured from both the ability to secure
the underlying infrastructure (PaaS, SaaS, etc.) and the ability to
ensure ongoing operations (resiliency, continuity of operations,
processing/network performance, data recovery, etc.).
5. Identity/Privacy: Identity/Access with user-driven privacy policies
and blended physical & digital identity systems.

6. Governance/Compliance: Incident management and reporting tools
to measure performance and guarantee compliance.
7. Business Alignment: Fluid alignment with business unit goals and
integration with ecosystem/partner security systems.
8. User Engagement: Monitoring omni-channel user/consumer
activity, identification of usage/adoption inhibitors, and means to
shape and reinforce positive user/consumer behavior & CX (including
user ownership of security).
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2B: Examples of Digital Trust Enablers
DATA INTEGRITY

Quality of Data

TECHNOLOGY

Monitoring

Data Protection

BEHAVIOR

Tracking/Wiping

Loss/Prevention

Firewalls
Virus

USER ENGAGEMENT
Usage Feedback/Community

OS Management/Control
Configuration Management

Behavior Reinforcement
Personal IP Control

Usage Inhibitors/Enablers

DEVICE SECURITY

Encryption

VPNs

Behavioral Risk Identification
CX Influence/Feedback

APPLICATION SECURITY
Social Sharing

Ecosystem Support

BUSINESS ALIGNMENT

DIGITAL
TRUST
&
Security

CX Integration

Outcome Alignment
Campaign Support
Adaptability/Scaling

Firewalls

Virtualization Support
Cross-platform Support
Cloud Architecture
Recovery/COOP

Performance Metrics
Incident Management

Platform Intrusion Detection
Reliability & Performance (Network)

PLATFORM/PERFORMANCE

Threat Reporting
Compliance Controls

GOVERNANCE/COMPLIANCE

Web/URL Filtering

Physical
Security

Multi-device
Identity Management

User-based Control & Privacy Policies
Access Control

IDENTITY/PRIVACY
Role-based Provisioning

* These categories are referenced as examples and not intended to be all inclusive of Digital Trust and Security enablers.
© 2015 HfS Research Ltd. Excerpt for Wipro
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3A: Mapping to the “New” Security Maturity Model
Assessing Alignment with the Digital Trust & Security Framework
CAPABILITIES and FOCUS

 Enterprise security maturity

can be measured against
three scales: Capabilities &
Focus, Management
Structure, and Security
Responses: Implementation of
basic security “essentials” (Level
1: the ability to monitor and
counter the typical online/digital
threat) is used as a baseline – the
new “table stakes.”
More advanced capabilities and
focus to address comprehensive
digital trust and increases massrisk attacks are important metrics
in gauging security maturity
levels, as it the management
reporting structure, which
reveals a level of executive
maturity and responsibility.
© 2015 HfS Research Ltd. Excerpt for Wipro

5
4
3

VERY HIGH: Trust & Security Framework fully integrated
with (an enabler of) transformational agendas (e.g. digital
transformation, customer experience, corporate
trust/risk management)
HIGH: Advanced security and trust enablers (e.g.
physical/digital integration for identity, ecosystem /
partner collaboration & integration for advanced threat
detection, advanced privacy policies)
MODERATE-HIGH: Alignment of security with user
behavior (e.g. personalization, notification, education,
and behavior modification/reinforcement, basic user
privacy policies)

2

MODERATE: Alignment of security with enterprise
business goals and outcomes (e.g. BU-specific efforts,
vetting of security & threat/risk within ecosystem)

1

LOW-MODERATE: Coordinated security “essentials” (Data
Integrity, Device & App security, Platform/Performance,
IAM, Governance)

0

LOW: No comprehensive security or digital trust strategy
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MANAGEMENT TRANSITIONS

Chief Trust/Risk Officer
(Reports to CEO / BoD)

Chief InfoSecurity Officer
(Reports to CEO)

Chief InfoSecurity Officer
(Reports to CIO)
VP / Director of Security
(Reports to CIO)
Anarchy Rules

3B: Understanding Digital Trust Alignment
Moderate Alignment is considered the benchmark at this stage of market
transformation where the core “traditional” elements are relatively mature.
 Alignment with the Framework is still in the early stages: Development of deeper

technology and the expansion of enterprise behavior will lead to full alignment within the
next 3-5 years.

User
8 Engagement
& Behavior

DIGITAL TRUST ALIGNMENT

1
Data
Integrity

VERY HIGH
ENABLER

2

STATUS

User Engagement & Behavior 8
Business &
Ecosystem
7 Alignment
Governance &
Compliance

6

DIGITAL
TRUST
&
Security

Identity &
Privacy

Device
Security

3
Application
Security

Platform &
Performance 4

Business & Ecosystem

7

MODERATE - HIGH

Governance & Compliance

6

MODERATE

Identity & Privacy

5

Platform & Performance

4

LOW - MODERATE
LOW

Application Security

3

Device Security

2

Data Integrity

1

5
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HIGH
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3C: Balancing Capabilities & Focus Against Execution
THE DIMENSION OF TIME IMPACTS THE TRANSITIONAL RATE OF SECURITY MATURITY
The ability to identify threats (awareness) and the ability to remediate (respond). Security Service Providers must help their
clients migrate to higher levels of maturity.

CAPABILITIES and FOCUS

5

NIRVANA
3-5+ yrs
Process-driven
Enterprises

4

Progressive
Enterprises
1-3 yrs

3
2
1
0
AWARENESS

RESPONSE

Tech-driven
Enterprises

Most Enterprises
AND
Most Providers

NO
AWARENESS

DELAYED
AWARENESS

DELAYED
AWARENESS

PROMPT
AWARENESS

REAL-TIME
AWARENESS

PREDICTIVE
AWARENESS

NO
RESPONSE

DELAYED
RESPONSE

PROMPT
RESPONSE

RAPID
RESPONSE

REAL-TIME
RESPONSE

PROACTIVE
INITIATIVES

ABILITY TO RESPOND
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Proprietary │Page 21

Research Methodology

Research Methodology
This Report Is Based On:

Participating Managed Security Service Providers

 Enterprise Discussions: Conversations with

buyers/users who have evaluated and/or use
Managed Security Services or cyber-security products
and services. Buyers/users may be provided by
Providers as “reference” clients, or they may be the
result of independent HfS Research panels, user
groups, subscribers, survey participants, or other
similar sources.
 Service Provider Briefings: Briefings and discussions

(including but not limited to one-on-one
conversations) used to collect data necessary to
evaluate Service Provider offerings, their underlying
strategy, and their overall ability to innovate or
execute within their given market.
 Publicly Available Information: Financial data,

website information, presentations given by senior
executives, and other marketing collateral.
Participants were selected as both potential leaders
within their market segment and as representatives of the
larger global market for security and security-related
services.
Participants are not directly evaluated or selected on size,
geographic coverage, or range of vertical supported.
© 2015 HfS Research Ltd. Excerpt for Wipro
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Evaluation Approach: INNOVATION (55% contribution)
Providers profiled in HfS Blueprints are evaluated against their ability to both Innovate and Execute.
The following represents the core essence of the the evaluation criteria for the “Trust-as-a-Service”
Blueprint and MSSPs:
Innovation Rankings include elements designed to gauge the following:
Outcomes and Ecosystem
• Role-based Provisioning and innovative approaches to provisioning of data access/roles & management
• Collaborative processes and technology structures
• Alignment to support operational outcomes for various Enterprise organizations (CMO, CFO, CSO…)
• Alignment/support for elements of Digital Trust with 3rd parties in the security/business ecosystem
• Ability to enable Digital Trust through user identification/tracking through Omnichannel/Social networks
• Proprietary frameworks for analyzing security needs
• Processes to foster updates/improvement/innovation in either services or enterprise client contracts
• Technology partnerships
• Approach to user privacy/data-ownership/IP protection
Behavioral Modifiers
• Approach towards identification/mitigation of risks in business and/or individual user behavior
• Approach towards identifying usage inhibitors and promoting behavior that end-to-end trust and highvalue CX

Acquisitions and Partnerships
• The creative building/provisioning of a trust/security ecosystem

© 2015 HfS Research Ltd. Excerpt for Wipro
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Evaluation Approach: EXECUTION (45% contribution)
Providers profiled in HfS Blueprints are evaluated against their ability to both Innovate and Execute.
The following represents the core essence of the the evaluation criteria for the “Trust-as-a-Service”
Blueprint and MSSPs:
Execution Rankings include elements designed to gauge the following:
Execution Metrics
• Loyalty
• Organization/Infrastructure Performance
• Pricing Methodologies
• COTS/Bespoke Tools
• Reliability/Performance of MSSP Infrastructure and Services
Execution Advantages
• Proprietary Technology/Process Advantages
• Contractual/Governance/Compliance Advantages
• CX/CEM Support/Integration/Awareness
• Collaborative/Partnership/Ecosystem Processes/Value
• Consumer/User Data Ownership/Control Policies

© 2015 HfS Research Ltd. Excerpt for Wipro
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“Trust-as-a-Service” Designations
To distinguish providers that have gone above and beyond within a particular line of delivery, HfS
awards these providers a “Winner’s Circle”, “High Performer”, or “Challenger” designation. A brief
description of the general characteristics of each designation:

WINNER'S CIRCLE:

Providers that demonstrate
excellence
in both execution and
innovation.

HIGH PERFORMERS:

Providers that demonstrate
strong capabilities in both
execution and innovation but
lack a fully differentiated vision
or execution against their vision.
CHALLENGERS:

Providers that demonstrate
strong capabilities in both
execution and innovation but
are still growing and investing
their capabilities to fully
compete.
© 2015 HfS Research Ltd. Excerpt for Wipro

• From an execution perspective, providers have developed strong relationships with clients,
execute services beyond the scope of “hitting” green SLAs and are highly flexible when
meeting clients’ needs.
• From an innovation perspective, providers have a strong vision, concrete plans to invest in
future capabilities, a healthy cross-section of vertical capabilities, and have illustrated a
strong ability to leverage external drivers to increase value for their clients.
• From an execution perspective, providers execute some of the criteria areas with
excellence: high performers have developed worthwhile relationships with clients, execute
their services and are very flexible when meeting clients’ needs.
• From an innovation perspective, providers execute some of the criteria areas with
excellence: have a vision and demonstrated plans to invest in future capabilities, have
experience delivering services over multiple vertical capabilities, and have illustrated a good
ability to leverage external drivers to increase value for their clients.
• From an execution perspective, challengers execute solidly, have an established position in
the market, execute their services and meet their clients’ needs, and have the ability to
excel.
• From an innovation perspective, challengers have a vision and roadmap that shows
promise, are expanding their focus, and have demonstrated targeted abilities to increase
value for their clients.

Proprietary │Page 26

Service Provider Grid

“Trust as-a-Service” Provider Matrix 2015

Winner’s Circle

INNOVATION

High Performers
Wipro

Challengers
HCL
Fujitsu
Tech Mahindra

Dell
Unisys

Accenture
IBM
Leidos HPE
AT&T
Cognizant

Atos

EXECUTION
© 2015 HfS Research Ltd. Excerpt for Wipro
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Service Provider Profile

Winner’s Circle: Observations
Placing evaluations and observations in context (and alphabetical order)
 Accenture: A very solid player that has assembled a strong group of technology and

business strategists who understand the nature of the evolving threats and the
steps needed to proactively counter them.

 Hewlett-Packard Enterprise: A strong showing due, in part, to a core focus on

driving security outcomes that enable greater customer experiences.

 IBM Security: IBM’s technical approach is enhanced by its approach to Cloud and

IoT, which have impacted its approach to enabling consumer trust through security
services.

 Wipro: Has a focus that aligns extremely well with the HfS Digital Trust Framework,

and has backed it up with a business strategy that has helped position them very
well.

© 2015 HfS Research Ltd. Excerpt for Wipro
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WIPRO
Winner’s Circle

Driving ecosystem security through integrated security and
digital frameworks

HIGHLIGHTS

STRENGTHS

CHALLENGES

• Tools & Platforms
• Enabling & Measuring
Customer Satisfaction
• Fostering Collaboration &
Innovation
• Partnerships

• Ecosystem Services: Wipro offerings a complete ecosystem security
offering that addresses the HfS Digital Trust Framework, with an
emphasis on “customer experience” as an outcome for F1000
community.
• Physical/Digital Integration: Wipro provides the potential to move
quickly with emerging physical/digital services that address
emerging, non-traditional behavioral threats
• Go-to-Market: A differentiator for Wipro is the ability to blend
cybersecurity with end-to-end digital and business services designed
to support specific business outcomes and integrate security into
non-security services.
• Emerging Solutions: Wipro is investing in new solutions and
frameworks, such as ASTRID, IDaaS & Wipro Identity Cloud (WIC),
which meet EU data privacy laws, enabling new services, and value,
targeted at global multinational firms.
• Global Footprint: Wipro has a global footprint with nine fully staffed
SOCS, addressing India, Europe, North America and Asia-Pac.

• Threat Adaptation: The larger the infrastructure, the more
difficult it is to adapt to significant change (which we see in the
rapid increase of #massrisk attacks and their motivation).
• Simplifying the Complex: The concepts of security as an
enabler of increased digital trust, business value, and customer
experience is still emerging. Wipro will need to carefully craft a
message that blends innovation and practical implementation
as many organizations are not “business aligned” with end-toend strategies at this point.
• Physical/Digital Security: Wipro has a strong potential in this
area, but needs to clarify/articulate the value and process to
leverage physical (and IoT) elements in their security offerings.

DIGITAL TRUST ALIGNMENT
VERY HIGH
HIGH
MODERATE - HIGH
MODERATE
LOW - MODERATE
LOW

INFORMATION
MANAGEMENT
• Sheetal Sharad Mehta, VP & Global
Head – Enterprise Security Solutions
• Siva V.R.S, General Manager – Head
of Americas, Enterprise Security
Solutions
STAFFING
• Est. 7,000+ staff globally in Security
OTHER
• SAIC IT (IT division of SAIC) acquired
to boost their Energy/Utilities practice
• Atco I-Tek acquired to expand Natural
Gas expertise and Canadian footprint
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SOLUTIONS

DIGITAL TRUST / AS-A-SERVICE

CORE FOCUS
• Security Operations
• Monitoring/Analysis/Response
• Vulnerability & remediation
• User Access Management
OFFERINGS
• Managed Security platforms
addressing:
• Risk Intelligence
• Integrated Identity
• Data Governance
• Security Intelligence
• Security Assurance
• Physical Security

DIGITAL TRUST FRAMEWORK
• Strong focus on business resilience
through services blending technology,
business process and user behavior
• Directly address all elements of the
Digital Trust Framework, including
role-based security and user behavior
reinforcement
DIGITAL MATURITY SUPPORT
• Standard offerings capable of
assisting clients through Levels 3-4 of
the HfS Digital Trust & Security
Maturity Model
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CLIENTS / DELIVERY
CLIENTS
• Targeting F1000 Multinational
Corporations
DELIVERY CENTERS / STATS
• Global SOC coverage: Bangalore,
Chennai, Pune, Noida, Mysore,
Meersbusch, Amsterdam, Houston,
Malaysia

High Performers: Observations
Placing evaluations and observations in context (and alphabetical order)
 Atos: An interesting combination of technical focus and out-of-the-box business

thinking has made them a strong player in the European market.
 AT&T: Leveraging its strong communications and business infrastructure

experience to create a security presence worth watching – particularly for SMBs.
 Cognizant: All the right pieces, and a strategy that could help turn its security

innovations into actionable implementations and move to the next level.
 Dell (SecureWorks): A very solid security practice that integrates well with their

overall services business. The announced acquisition of EMC (and their RSA team)
will be interesting to watch. Who is Dell Security going to be in a years time?
 Leidos: Leidos has leveraged, and built on, its US Federal Government heritage to

create a high-touch, highly-customized approach to cybersecurity services.
 Unisys: Some interesting technologies and an approach that aggressively

targets/positions security as a transformational element. We expect them to be a
strong player in the physical/digital security market.
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Challengers: Observations
Placing evaluations and observations in context (and alphabetical order)
 Fujitsu: A regional player quickly adapting to the global stage. Good technology and

a strong focus on business support, coupled with a re-aligned global strategy, could
bring them into the High Performers.
 HCL: A solid player with a good understanding of the role security can play within

larger business transformation opportunities. With a bit more focus, we would
expect HCL to be an even stronger player in 2016.
 Tech Mahindra: A strong technical player with a good vision for their market sector

and the significance of business transformation. Their offering of “white label”
SOCs to smaller service providers is interesting and innovative, but lost in their
overall positioning.
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Market Wrap and
Recommendations

Enterprise Recommendations for 2016
Key actions and considerations moving forward


Align to the Digital Trust Framework and Security Maturity Models: Enterprises should adopt the
Framework and Maturity Model, and evaluate the technical and performance-related capabilities of
Service Providers along-side the newer behavor-based goals to ensure that technology is leveraged
properly as an enabler of increased corporate trust and the ability to leverage assets, not just secure
them.



Enable the Chief Trust/ Risk Officer (and the other transformational strategists): Enterprise security has
become a board-level interest along side corporate risk management, digital transformation, and
customer experience. Forward thinking enterprises should start mapping out the steps needed to elevate
this discussion to the most senior levels and begin to properly map out their Security Maturity
progression.



Leverage automation to combate the speed/frequency of attacks: As the number, complexity, and
coordination of attacks increases, automation is an increasingly viable resource to help security resources
address the issue of both spike periods and false-positives.



Begin to promote an “integrated/aware ecosystem” approach to enterprise security: As enterprises
increasingly shift their operations to the digital realm, a generally insufficient knowledge of partner
security resources, protocols, or response capabilities must be cured. Security Maturity assessments of
key partners should be used as a vetting tool before connectivity/sharing activities.



Drop the “prevent defense” and highlight containment: Hackers have consistantly demonstrated the
ability to not only keep pace with but surpass enterprise technologies and service strategies in the
security space. Enterprises need to get defense right 100% of the time, while hackers only have to shoot
for 1% (which often involves an element of human failure). As the risk of a breach increases, enterprises
must increase attention to containment and risk-minimilaization/recovery strategies.
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Enterprise Recommendations for 2016 continued
Key actions and considerations moving forward


Focus on corporate-level “behavioral” risks: Basic steps, such as potential partner Security Maturity
reviews, broad-based anonymization of data at rest, and increased user “data ownership” and education
can lesson the potential risk of a breach as well as potentially limiting the severity of the impact.



Push services providers for actionable innovation: Our research indicates a sizeable innovation-gap
between what Service Providers are capable of and that many users are implementing. This industry
moves fast and enterprises may need to ask or push hard to ensure they are benefiting from the
relationship beyond basic contractual obligations.



Review data privacy policies with international service providers: The recent overturn of the Safe
Harbour rule in Ireland could have broad impact / repercussions through the EU, potentially restricting
the flow of personal (and business) data from the EU to the USA. Enterprises and multinational
corporations (MNCs) should work with their Cloud (IT) and Security Providers to determine if there is any
potential impact on either their storage architecture or their abiity to effectively secure data.



Focus on the right “fit” of your security service provider: All of the providers highlighted in this Blueprint
have the ability to perform very well and deliver a high level of service and value. Characteristics, such as
a limited geographic footprint, or a highly targeted vertical customer base, are not necessarily detriments
and can often lead to a higher level of customized service.



Keep contractual terms flexible: One observation from our research was a tendency on the part of
enterprises to not aggressively push service providers for “innovative” or new products ideas that were
beyond the scope of the initial contract. It’s in the interests of both parties to allow at least a minimal
level of flexibility to keep pace with a rapidly changing threat environment, and to encourage radical
thinking and the ability to use technical resources as a base upon which behavior and process can be
more fluid.
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Provider Recommendations for 2016
Key actions and considerations moving forward


Lead the market to maturity: One of the greatest challenges facing providers today involves shifting the
focus of security within the enterprise. Given the level of constant threats and breaches, many enterprises
have focused very heavily on execution (and all of the providers covered here perform well in that
category). While enterprises know they need to up their game, they are not sure of that next step. It falls
on the service provider to help guide the enterprise to the next level. This will be critical to the future
success in containing and countering threats involving IAM, spear-phishing and other attacks.



Support the client’s client: As enterprises increasingly recognize the value to driving great customer
experience within their organization, security providers must also look at how all aspects of their service
impact the customer, including identifying potential business inhibitors that may be related to security
implementations and the reinforcement of good “safe” behavior and security ownership on the part of
end users.



Address the Physical/Digital gap: Physical security is playing an increasing role in preventing and
understanding digital threats. This is an area where few enterprises have the coordination capabilities in
place, and an area where services providers and add value.



Extend the security ecosystem: Threat awareness is good, but complete ecosystem security requires a
more proactive approach to coordinating with, or vetting the systems of, enterprise business partners to
discourage hackers from gaining trusted entry through a compromised partner.



Increase the pace of innovation to execution: Enterprises are looking for more, more often, but not
getting it with today’s model. Providers often have a good vision for the market, but translating that
vision, in a timely manner, into actionable migration is an issue.
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About HfS Research
HfS Research is the leading analyst authority and global network for IT and business services, with a specific focus on global
business services, digital transformation, and outsourcing. HfS serves the research, governance, and services strategy needs
of business operations and IT leaders across finance, supply chain, human resources, marketing, and core industry functions.
The firm provides insightful and meaningful analyst coverage of best business practices and innovations that impact
successful business outcomes, such as the digital transformation of operations, cloud-based business platforms, services
talent development strategies, process automation and outsourcing, mobility, analytics, and social collaboration. HfS applies
its acclaimed Blueprint Methodology to evaluate the performance of service and technology in terms of innovating and
executing against those business outcomes.
HfS educates and facilitates discussions among the world's largest knowledge community of enterprise services professionals,
currently comprising 150,000 subscribers and members. HfS Research facilitates the HfS Sourcing Executive Council, the
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second out of the 44 leading industry analyst firms in the 2013 Analyst Value Index.
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widely read and revered destination for unfettered collective insight, research, and open debate about sourcing industry
issues and developments. Horses for Sources today receives over a million web visits a year.
To learn more about HfS Research, please email research@HfSResearch.com.
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