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Google’s ‘Dutch Sandwich’ How antivirus software can be
shielded ^16-bn from tax turned into a tool for spying
NICOLE PERLROTHJAN
JEREMY KAHN
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Alphabet Google moved ^15.9 billion ($19.2 billion) to a Bermuda shell
company in 2016, saving at least $3.7
billion in taxes that year, regulatory
filings in the Netherlands show.
Google uses two structures,
known as a “Double Irish” and a
“Dutch Sandwich,” to shield the
majority of its international profits
from taxation. The setup involves
shifting revenue from one Irish subsidiary to a Dutch company with no
employees, and then on to a
Bermuda mailbox owned by another Ireland-registered company.
The amount of money Google
moved through this tax structure in
2016 was 7 per cent higher than the
year before, according to company
filings with the Dutch Chamber of
Commerce dated December 22 and
which were made available online
Tuesday. News of the filings was first
reported by the Dutch newspaper
Het Financieele Dagblad.
The Mountain View, Californiabased company didn’t immediately
reply to requests to comment on the
filings. Google is under pressure
from regulators and authorities
around the world for not paying
enough tax. Last year, the company
escaped a ^1.12 billion French tax
bill after a court ruled its Irish subsidiary, which collects revenue for
ads the company sells in France, had
no permanent base in the country.
The European Union has been
exploring ways to make US technology companies, many of which use
similar tax shelters, pay more.
The Irish government closed the
tax loophole that permitted “Double
Irish” tax arrangements in 2015. But
companies already using the structure are allowed to continue employing it until the end of 2020.
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According to US financial filings,
Google’s global effective tax rate in
2016 was 19.3 per cent, which it
achieved in part by shifting the
majority of its international profit to
the Bermuda-based entity.
The total pool of foreign earnings
Google was holding overseas, free
from taxation, was $60.7 billion at
the end of 2016, the company said in
its SEC filings.
New Law
The US tax law passed last month
would give companies such as
Google an incentive to repatriate
much of that cash by offering them

a one-time, 15.5 per cent tax rate.
After that, foreign earnings would
be taxed at 10.5 per cent, although
companies can deduct foreign tax
liabilities from this amount.
The law will also impose a 13.1 per
cent tax on certain international
patent royalties that could hit
Google’s tax arrangement in which
its Bermuda-based subsidiary licenses its intellectual property to its other
foreign subsidiaries.
Google Ireland collects most of
the company’s international advertising revenue and then passes this
money on to Dutch subsidiary
Google Netherlands Holdings. A
Google subsidiary in Singapore that
collects most of the company’s revenue in the Asia-Pacific region does
the same. The Dutch company then
transfers this money on to Google
Ireland Holdings Unlimited, which
has the right to license the search
giant’s intellectual property outside
the US That company is based in
Bermuda, which has no corporate
income tax.
The use of the two Irish entities is
what gives the structure its “Double
Irish” moniker and the use of the
Netherlands subsidiary as a conduit
between the two Irish companies is
the “Dutch Sandwich.” BLOOMBERG

It has been a secret, long known to
intelligence agencies but rarely to
consumers, that security software
can be a powerful spy tool.
Security software runs closest to
the bare metal of a computer, with
privileged access to nearly every
program, application, web browser,
email and file. There's good reason
for this: Security products are
intended to evaluate everything that
touches your machine in search of
anything malicious, or even vaguely suspicious. By downloading security software, consumers also run
the risk that an untrustworthy
antivirus maker - or hacker or spy
with a foothold in its systems - could
abuse that deep access to track customers' every digital movement.
"In the battle against malicious
code, antivirus products are a staple," said Patrick Wardle, chief
research officer at Digita Security, a
security company. "Ironically,
though, these products share many
characteristics with the advanced
cyberespionage collection implants
they seek to detect."
Wardle would know. A former
hacker at the National Security
Agency, Wardle recently succeeded
in subverting antivirus software sold
by Kaspersky Lab, turning it into a
powerful search tool for classified
documents. Wardle's curiosity was
piqued by recent news that Russian
spies had used Kaspersky antivirus
products to siphon classified documents off the home computer of an
NSA developer, and may have
played a critical role in broader
Russian intelligence gathering.
"I wanted to know if this was a
feasible attack mechanism," Wardle
said. "I didn't want to get into the
complex accusations. But from a
technical point of view, if an

Intelligence officials in the United States believe Kaspersky’s antivirus
software was turned into a tool for spying.
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antivirus maker wanted to, was
coerced to, or was hacked or somehow subverted, could it create a signature to flag classified documents?"
That question has taken on
renewed importance over the last
three months in the wake of United
States officials' accusations that
Kaspersky's antivirus software was
used for Russian intelligence gathering, an accusation that Kaspersky
has rigorously denied.
Last month, Kaspersky Lab sued
the Trump administration after a
Department of Homeland Security
directive banning its software from
federal computer networks.
Kaspersky claimed in an open letter
that "DHS has harmed Kaspersky
Lab's reputation and its commercial operations without any evidence of wrongdoing by the company."
For years, intelligence agencies
suspected that Kaspersky Lab's
security products provided a back
door for Russian intelligence. A
draft of a top-secret report leaked

by Edward J. Snowden, the former
National Security Agency contractor, described a top-secret, NSA
effort in 2008 that concluded that
Kaspersky's software collected sensitive information off customers'
machines.
The
documents
showed
Kaspersky was not the NSA's only
target. Future targets included nearly two dozen other foreign antivirus
makers, including Checkpoint in
Israel and Avast in the Czech
Republic.
At the NSA, analysts were barred
from using Kaspersky antivirus software because of the risk it would
give the Kremlin broad access to
their machines and data. But
excluding NSA headquarters at Fort
Meade, Kaspersky still managed to
secure contracts with nearly two
dozen American government agencies over the last few years.
Last September, the Department
of Homeland Security ordered all
federal agencies to cease using
Kaspersky products because of the
threat that Kaspersky's products

could "provide access to files."
A month later, The New York
Times reported that the Homeland
Security directive was based, in
large part, on intelligence shared by
Israeli intelligence officials who successfully hacked Kaspersky Lab in
2014. They looked on for months as
Russian government hackers
scanned computers belonging to
Kaspersky customers around the
world for top secret American government classified programs.
In at least one case, United States
officials claimed Russian intelligence officials were successful in
using Kaspersky's software to pull
classified documents off a home
computer belonging to Nghia H
Pho, an NSA developer who had
installed Kaspersky's antivirus software on his home computer. Pho
pleaded guilty last year to bringing
home classified documents and
writings, and has said he brought
the files home only in an attempt to
expand his résumé.
Kaspersky Lab initially denied
any knowledge or involvement with
the document theft. But the company has since acknowledged finding N.S.A. hacking software on Mr.
Pho's computer and removing it,
though the company said it had
immediately destroyed the documents once it realized they were
classified.
The company also said in
November that in the course of
investigating a surveillance operation known as TeamSpy in 2015, it
had tweaked its antivirus program
to scan files containing the word
"secret." The company said it had
done this because the TeamSpy
attackers were known to automatically scan for files that included the
words "secret," "pass" and "saidumlo," the Georgian translation for the
word secret.
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