
Where Are We Heading Post-COVID-19?

How the world will collectively exit from the 

COVID-19 pandemic is uncertain at this time. 

Hence, it is challenging to hold a crystal ball and 

see how events will pan out in the months ahead. 

The roadmap in figure provides a potential 

evolution of the pandemic mapped to business 

events, cyber threats, and actions required from 

a cyber-response standpoint. 

 Travel Shutdowns
 Containment 
   Zoning
 Supply Chain 
   Disruptions

 Remote Work
 Scaled-down 
   Plant Operations
 Slump in Industrial 
   Output
 Slump in Retail 
   Consumption

 Lockdown Easing
 Manufacturing & 
   E-Commerce Uptick
 Economic Support 
   Packages
 Rise in 
   Unemployment
 Protectionism

 Bankruptcies; M&As
 Partial Remote Work 
 Real Estate 
   Optimization
 Geopolitical 
   Trade Wars
 Supply Chain Rejig
 Factory Migrations
 Vaccine Distribution

 Rehashed 
   COVID-19 
   Phishing 
   Campaigns

 VPN/VDI Attack 
   Surface Expansion
 OT Remote Access 
   Threats
 Ascension of 
   Adversarial 
   Activities

 State-sponsored 
   Attacks
 The New Payloads
 OT Breaches
 Niche Provider 
   Scalability
 Security Budget 
   Pressures

 Punitive State 
   Attacks 
 IP Espionage on 
   Vaccines
 Increased DDoS 
   Manifestations
 Cloud Exposures
 Insider Threats
 Destabilizing 
   OT attacks

 Heightened Email 
   Security
 Security 
   Monitoring

 Remote Access 
   Security
 Cloud VPN
 VDI Adoption
 VA for Exposed 
   Assets 
 EDR Planning

 Increased EDR 
   Leverage
 Contextual Threat 
   Intelligence
 Zero Trust 
   Architecture 
   Planning
 Cyber Cost 
   Optimization
 Vendor 
   Consolidation

 Cloud Security 
   Governance
 Zero Trust 
   Implementations
 Integrated Risk 
   Management
 Decentralized 
   Trust-based 
   Collaboration
 Post-COVID-19 
   Digital 
   Transformations 
   with Security

FIGURE 22 [ Potential pandemic cycles and cyber responses ]
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