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Summary

With COVID-19 and the resulting increase in remote workers, enterprises are
being challenged with providing best workplace technology experience to their
employees and having the ability to measure the tech performance and user
experience. Since end user devices are at the core of workplace technology,
their features play a critical role in making or breaking user experience.

User expectations for device performance are changing as their roles and
responsibilities change. Remote workers expect an uninterrupted experience and
do not want unexpected device failure or breakage. Enterprise IT organizations
are suddenly faced with challenges associated with ensuring users will get
immediate, secure help from their workplace support teams in the event of an
unexpected failure, even while working from any location, and without the need
for an in-person field technician visit. IT organizations have the ongoing need to

provide devices that are best suited to user personas, which has become harder \
as the pandemic has changed work styles. Wipro understands these challenges
and has created service offerings that leverage the latest technologies from Intel ‘ ‘

to provide consulting around persona-centric device suggestion and measuring
the resulting user experience. It also helps enterprise IT support teams leverage
Intel vPro® technology for assisting in remote field support with out-of-band
(OOB) management.
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Intel’s Project Athena and Wipro’s XLA approach

Intel's innovation program code-named Project Athena is aimed at developing
standards for laptops to provide the best performance and user experience. This
project was inspired by understanding device usage and helped Intel to innovate
across many areas associated with PC and laptop platforms to address user
experience challenges. These areas are:

= Keeping the device ready for users

= Performance and responsiveness

= Quick charging and high battery life

= Faster connectivity

= Form factor, innovative interaction, and adaptive intelligence

The Project Athena innovation program focuses on key experience indicators
(KEIs) for measuring real-time usage and performance. The different domains
covered in project Athena are highlighted below in Figure 1.

Project Athena and its relevance in COVID-19

These parameters become extremely important in high-volume remote working
scenarios such as the one we are experiencing in the COVID-19 world. Users with
multiple work habits, preferences and requirements would need a laptop with the
latest build that provides all the required and desired features they need to do
their particular work from anywhere on any network.
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In September 2020, Intel introduced the Intel® Evo™ platform - a whole new
class of laptops that are co-engineered and verified to meet the requirements of
the 2 edition Project Athena specification. In January 2021, Intel introduced the
Intel® Evo™ vPro® platform to deliver the integrated business-class technologies
IT needs from the Intel vPro platform with the computing experience of the Intel
Evo platform that users want. Powered by 11" Gen Intel® Core™ i5 vPro® and
Core™ i7 vPro® mobile processors, these laptops offer adaptive intelligence built
across platform levels, which will become critical in the post-COVID world. These
intelligent features make the laptop adaptable for the intended use. The laptops
leverage machine learning and artificial intelligence technologies to identify
users' needs and adjust the performances accordingly. For example, when a
user initiates an application the system can quickly understand that user needs
more CPU power and can quickly increase the processor performance for quick
launch. When the user continues to use the application, the processor power
can return to normal to improve battery life. Original equipment manufacturers
(OEMs) now make laptops conforming to Intel Evo Platform and Intel Evo vPro
platform standards.

In the post-COVID and new future ways of working, remote working at scale
will require enterprises to select the best-performing devices that can conform
to the latest standards developed after in-depth studies of user types. This

will become even more important as the future ways of working will involve
managing diverse working styles for users who may never come to office ever.
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Figure 1: Project Athena components
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Wipro's addition on Intel’s Project Athena and Intel Evo Platform

Wipro has enhanced its digital workplace consulting services by leveraging
Project Athena. Intel developed the Project Athena standards after intensive
efforts where social scientists and ethnographers studied users' behavior

with their devices at their homes, offices and other locations. Wipro's digital
workplace consulting services include segmenting end users based on their
personas according to their computing needs, which may depend on their
role, responsibilities, location and usage pattern. Since Project Athena already
considered these parameters for developing its standards, Wipro can advise its
clients on the device types best suited for their workforce personas. For example,
for tech-savvy users Wipro can suggest high performing, compact form factor,
self-optimizing and intelligent platform devices.

Wipro also follows a robust methodology for measuring its workplace services
effectiveness in enabling user experience. A significant set of key performance
indicators (KPIs) or experience-level parameters for measuring experience level
agreement (XLA) indicators can be applied to these devices, as shown in Figure-2.
Through the Project Athena KEIs, Wipro has developed its own XLA indicators such
as “Available IT" that measures the time it takes to access workplace technologies.
Indicators such as device boot time, login time and application responsiveness
can be measured based on the Athena KEls.

Wipro has been approaching enterprise clients about mapping required user
experience with devices that are approved and compliant with Project Athena.
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Figure 2: Wipro’'s XLA indicators
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Intel's KEl-based parameters play a key role in Wipro's XLA approach and help
ClOs ascertain if the devices assigned are performing at the desired level and

generating measurable user experience.
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Remote support through Intel vPro platform addresses field service
challenges

At this writing it has been nine months into the pandemic and the way enterprise
IT teams are working to manage their workplace technology ecosystem has
already transformed. There has been a flurry of new challenges and opportunities
to use latest technologies to manage remote working effectively.

While enterprise IT organizations were already equipped with technology that
enables their employees to work from any location, the pandemic forced them
to apply these at scale never tried before. Remote working at scale has its own
huge set of challenges in terms of user enablement, experience management
and meeting users frequently changing expectations. It translates into challenges
in managing workplace services operational activities, such as ensuring remote
service desk support, remote field service and device support. The remote
work or work-from-home model also allows users to connect to their workplace
environment by relying on unknown personal or public networks and with
managed or unmanaged devices. Security has become a paramount factor to
address while enabling remote working technology. Enterprise IT has to ensure
that each user’s connection is secured, and all device and application access is
managed according to company policies.
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Managed field support services have their own set of related obstacles. Field
support services generally include IMAC (installs, moves, adds, changes),
operational monitoring, incident or problem determination and resolution,
technical support, break-fix, software reimaging, network connectivity within
the site and disaster-recovery support activities at supported sites. Because
employees are not working from office premises and may not always be
connected to a secured office network, their workplace experience heavily relies
on the devices they use. Devices are the first point of contact for end users and
their key means to access the workplace environment. These devices in most
cases are issued or managed by employee’s own organization, however, in the
pandemic times, there have been cases where employees need to use their own
devices to access their workplace. A user’s experience and productivity thus ties
more strongly to the device performance. It is important that all device break/fix
and IMAC services are carried out smoothly and according to responsible COVID
practices to ensure a safe, uninterrupted employee experience. The use of IT
vending machines for no-touch interaction to provide devices is an example of
how some enterprises are meeting this need.
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According to ISG's UserX™ user experience monitoring, users report highest Figure 3: User Satisfaction Measurement
satisfaction levels when they interact with a support agent in person (Figure-3).
Using automation-enabled predictive analytics and proactive monitoring have

helped enterprises reduce spending on costly support channels. However, the
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The issues are even more complex to handle when users are using their own
personal devices to access workplace apps. As remote work is scaling up in the
current environment, there is a strong need for enabling better remote field
support. This can be done by leveraging the latest technology to assist users with
issues that result in a sudden productivity halt. At the same time, IT organizations
need to keep it simple and integrate any such additional offering with their
existing IT service management capability.

Source: ISG UserX™
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Wipro's LiVE Workspace Connect

Wipro has recently realigned and reimagined its LiVE Workspace offering in
response to the pandemic and need for remote working at scale. The new offering
called Wipro LiVE Workspace Connect covers many remote working aspects such
as remote workspaces, enabling desktop virtualization, support from cognitive
artificial intelligence (Al) assistants, user experience measurement and monitoring
and remote field support.

Wipro leverages the Intel vPro platform to enhance its remote field support in
these unusual times. Intel vPro platform includes Intel® Active Management
Technology (Intel® AMT) and Intel® Endpoint Management Assistant (Intel®
EMA). The platform is a system-on-a-chip solution available with all devices that
support Intel Core i5 vPro, Intel Core i7 vPro and Intel® Xeon® processors. Intel
AMT enables Wipro to manage and repair devices including personal computers
(PC), laptops, and connected loT devices based on the Intel vPro platform. It is
used in combination with Intel® processors and network controllers and is a key
component in the “hardware-enhanced” manageability and security strategy.

With Intel AMT technology, Wipro provides remote diagnostics, image
management for computing devices and energy cost reduction. It can also help
enterprise IT organizations to perform remote repair and maintenance activities,
such as powering devices down when not in use to conserve energy. Key remote
support activities Wipro can support with Intel AMT technology include:
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Remote power control: It allows powering-on single or multiple systems
remotely when the user is unable to boot them and they are not connected
to the network. It can perform remote remediation and patch management.

Hardware alarm clock: It allows for wake-up and power-off schedules.
It can help users by ensuring their device only powers on during business
hours only, which helps with compliance and maintaining user work
schedules even while users work from home.

Hardware KVM: It provides remote keyboard-video-mouse (KVM) control
and visibility that can support cases such as device OS failure.

Boot redirection: It allows devices to boot into temporary environment.
This can help users that are facing serious device failure.

Beyond firewall support: It allows for managing and supporting devices
under the purview of enterprise IT or inside the corporate firewall and those
that fall beyond it, including BYOD devices.

Cloud-based manageability: Intel EMA is a cloud-based management
solution that allows enterprise IT organizations to integrate Intel AMT access
to third-party consoles.

Unattended system control: It allows for remote management of systems
when users are not in front of them.

imagine your future® = 7




= Upgrade management: It provides OS update assistance and monitors boot Figure 4: In band and out-of-band management

steps for upgrades of operating systems such as Windows 10.
IN BAND
MANAGEMENT

The key differentiation that Wipro brings with Intel vPro technology is providing
out-of-band management support. In technical terminology, with in-band I % 5
management device management software or agent sits at the applications layer L

on the device and communicates with the management server. This management

happens above the OS level and requires the device to be powered on and the “
OS to boot up. In contrast, out-of-band management requires a management

service agent at the hardware level (Figure-4). Out-of-band (OOB) management is
provided below the OS layer, runs on the hardware level and does not require the

device to be powered on.

Wipro uses Intel vPro technology for OOB remote management to support end EQUIPMENT

users working from any location and facing device boot up failure. If workers use .
their Intel® Core™ vPro® based- devices to access their workplace applications and m,

data, Wipro can support them remotely. Leveraging Intel vPro platform, Wipro can
“ OUT OF BAND

provide secured remote management making workforce productive with lower
MANAGEMENT

costs.

00BM
Hardware Management
Agent

Source: 42Gears Mobility Systems Inc
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Wipro's value addition over Intel vPro technology

While Intel vPro technology is not new, its application to support end users with
remote management was not fully explored. The pandemic has highlighted the
use cases where users need immediate support when they see the blue screen
of death or are unable to boot the device because of OS failure. Wipro identified
this need and has created customization and integration for Intel technologies
through software components to allow remote support. Wipro leverages REST
APIs to integrate Intel EMA with its clients’ ITSM tools. This allows enterprise

IT organizations to leverage Intel EMA technology with their existing service
management tools such as ServiceNow. With this enablement, an IT help desk
agent can launch a remote support session through its regular ITSM console. (See
Figure 5 as an example).

Wipro provides pre-built integration with ServiceNow™ and other ITSM toolsets
and also provides end-to-end auditing of such remote support calls. It conducts
a complete discovery and implementation plan spanning approximately three
months to enable remote management using Intel technology.
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Implementing Intel vPro technology for remote field support requires training
for remote workers. Wipro accompanies its LiVE Workspace offering with a
coordinated organizational change management component. The OCM program
includes communications and required trainings to ensure the new technology
is adopted, and helps ensure effectiveness, user satisfaction achievement and
efficiency improvements go as planned.
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Figure 5: Example of ServiceNow console view for integration of Intel vPro platform remote support for service desk agent
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As shown in Figure - 6, Wipro conducts a detailed assessment of existing endpoint Figure - 6: Wipro's three week assesment for remote field support
devices and ascertains their fitment for remote field support. It then helps clients
register endpoints for cloud-based support and integrates the clients’ existing /
ITSM ecosystem. It pilots the rollout in the second week of the engagement for @ @
selected user groups. In about three months, Wipro can conduct a complete
scaled rollout of remote field support for different user groups.

Day 1 Day 3 Day 5 Week 2 Week 3

Evaluate currentendpoint Enable cloud based Provide integration with Pilot rollout of remote field Scaled rollout of remote
estate for fitment forremote  components for registering current ITSM systems support for user groups field support for user
field support endpoints for support groups

Source: Wipro
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Case Example

One of Wipro's large legal industry clients wanted to roll out Microsoft Teams and
required help on remote management for it. The company needed to enable BIOS
changes on devices to enable cameras and needed to optimize network for video
quality. Wipro provided a rapid MS Teams rollout along with required adoption
support and change management. It leveraged Intel vPro platform for out-of-band
changing of BIOS settings.

Another of Wipro's technology industry clients had a legacy field support
structure with little visibility into remote field support services. The client was also
experiencing high downtime because of social distancing and lockdown norms.
Wipro assisted with a one-week assessment and provided a scaled out of-band
solution rollout to 70 percent of the device estate in another two weeks. The
project resulted in increased OOB remote hardware support by 40 percent and
decreased user downtime by 50 percent.
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The right implementation of cutting-edge technology solutions needs better
service partners

Intel, being a world leader in semiconductor and chip manufacturing, has
developed key industry standards and features that enhance end users’
experience and facilitate workplace support teams’ operations. Its Project
Athena-based specifications help enterprises choose the right devices for end
users, and the Intel vPro platform allows support teams resolve critical device
issues remotely. As the pandemic has changed the way of working and we are
likely to witness significant remote working than before, even after the pandemic
subsides. These technologies will outlive COVID-19 and will be extremely relevant
for the “next normal” way of working.

Wipro is a leader in managed workplace services globally and has been
recognized multiple times by ISG. ISG has particularly highlighted its offering

in workplace-related consulting services. Wipro analyzes users’' personas and
maps their work journey based on roles and responsibilities, and identifies
their workplace technology needs. The analysis then further drills down to

the requirements for devices and specifications. In its XLA approach, Wipro
focuses on parameters such as available IT, automation-enabled machine first
resolution, speed to serve end users and customer satisfaction. Leveraging
Intel's Project Athena specifications helps Wipro to best consult on required
workplace technology and enables it to provide threshold values for measuring
the experience level KPIs. Using Intel vPro technologies, Wipro can help its clients
provide remote work support for their employees by enabling their support
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teams. With its ability to integrate this technology with existing client setup, it
brings a valuable proposition that is relevant for these pandemic times.

ISG has observed that enterprises are considering XLAs and/or modifying or
complementing their existing technology-centric service level agreements to make
them more user experience centric. In the post COVID-19 world, remote working
will remain on the rise and enterprises will still face the challenge of equipping
their workers with the best possible platforms and devices. The latest devices
from multiple OEMs with the most sought-after features are based on Intel i5 or
i7 processors. To fully realize the potential of these devices and leverage them

to enhance experience of their users, enterprise IT leaders must be aware of
their potential. They should also engage with a reliable service partner that can
quantify these experiences to provide empirical evidence of best usage of these
technologies. Wipro is doing just that for its clients. While an increasing number
of clients are restructuring their managed workplace services contracts to include
XLAs or experience indicators, parameters related to device availability, reliability,
connectivity and performance will remain as key indicators of experience.
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